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Because it's not just the policy. It's the people. © fredcchurch.com | 800-225-1865



MEET YOUR PRIVACY, SAFETY, AND SECURITY TOUR GUIDES!

Brian Murray Becky Donovan John Booth
North America Director Risk Management Consultant Chief Marketing Officer
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Campus and Student Privacy, Safety, and Security

AGENDA

v 11AM - 12:30PM:

v Welcome and Introductions

v Overview: Interconnected Pillars of Risk

Management

v' Interactive session, friendly competition,

and prizes!
v" Interactive features throughout today!

v’ Please have your web browsers or your

cell phones ready!

The Nutmeg Group

v’ 12:30PM — 12:45PM:

v Grab Lunch and return to seats
v' 12:45PM-1:00PM

v Nutmeg Board Updates
v Bobby Riley

- Senior Vice President, Sales Executive, Education
Practice

v’ 1:00PM — 2:00PM
v' Student Privacy
v’ Student Safety

v' Campus Security

v" Questions and Conversation



Test Your Knowledge, Collaborative Learning, & Friendly Competition!

The top four scorers will each receive
a prize bag filled with goodies!

Thank you to our presenters and their
organizations for contributing these

fun prizes!
Vvo LT

o
Fred C. Church

I' NS URANCE

v/ Reach e,




Test Your Knowledge




The Interconnected Pillars of Modern Risk Management

Privacy: Safety:. Security:

The Guardian of The Foundation The Shield
Sensitive Information Of Well-Being Against Threats

The Nutmeg Group



Managing the Intersection

* Privacy-First Designs
* |Integrated Risk Assessments
* Proactive Engagement

 Smart Use of Technology

» Building External
Relationships

The Nutmeg Group



Test Your Knowledge




Test Your Knowledge
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. Potentially Sensitive Area

. Exterior Camera Placement

Interior Camera Placement




. Potentially Sensitive Area

! - Ff‘. =T . Exterior Camera Placement

L I Interior Camera Placement




. Potentially Sensitive Area

. Exterior Camera Placement

Interior Camera Placement
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See you at 12:45



N
Board Updates

Bobby Riley

- Senior Vice President, Sales Executive, Education Practice
bobby.riley@assuredpartners.com
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Campus and Student Privacy, Safety, and Security

Privacy
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Campus and Student Privacy, Safety, and Security

What is Student Privacy, and Why Is it Important?

The “What”

Student privacy refers to the protection of
personal and educational information of
students within the education system. This
Includes safeguarding data such as academic
records, personal identifiers, health
Information, and any other sensitive details
from unauthorized access, use, or disclosure.

« Confidentiality
« Data Security
« Compliance

The “Why”

« Compliance with Laws and Regulations
« Data Security
« Parental and Student Rights

* |nstitutional Public Perception

The Nutmeg Group



Understanding Privacy Concerns

KNOWING THE PRIVACY
CONCERNS, YOU’RE FACING

* Personally Identifiable Information (PII)

* Protected Health Information (PHI)

How does that Relate to:
* QOrganizational Privacy Protections
« Camera Use

e Student Internet Use

The Nutmeg Group
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Which of the following is NOT Personally
ldentifiable Information (PII)?

@ The Slido app must be installed on every computer you're presenting from
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@ The Slido app must be installed on every computer you're presenting from
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Input an example of Protected Health Information (PHI).
Submit as many that come to mind.

@ The Slido app must be installed on every computer you're presenting from
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. Legal Complexities of Student Privacy

Understanding the Legal Frameworks and Compliance

Regulafwns
« Health Insurance Portability and Accountability Act TranSParency
(HIPAA) v\ T

» Children's Online Privacy Protection Act (COPPA) c,oMPLlANcE 7_’ @

Awareness of Acts Needed: N

« Parental Consent ‘
Sfandards @ &

 Disclosure Q

* Family Educational Rights and Privacy Act (FERPA)

« Data Security

The Nutmeg Group



Which of the following describes a clause within the Family Educational Rights and
Privacy Act (FERPA)?

As areminder: FERPA protects the privacy of student education records.

@ The Slido app must be installed on every computer you're presenting from



https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design

Under the Health Insurance Portability and Accountability Act (HIPAA) do schools
need to protect collected student health information the same as medical offices or
other related medical organizations?

@ The Slido app must be installed on every computer you're presenting from
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You need to collect student's personal data for an immersion trip and have created an
online survey to collect this data efficiently and securely.

Knowing schools are regulated by the Children's Online Privacy Protection Act
(COPPA), and that half of the trip participants that under 13 years old; what do you

need to do before collecting personal information from those children according to
this act?

@ The Slido app must be installed on every computer you're presenting from
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Student Privacy Preferred Practices

How to Protect Student Data

« Data Security Measures

* Privacy Policies

* Educating the School Community
« Collaborations
« Student and Parent Engagement

« Continuous Improvement

The Nutmeg Group




Camera's pose a privacy concern on campus, and while that doesn't outweigh the
security measures cameras support, let's discuss things that are good to be aware of:

Which of the following relates privacy to security related camera use on campus?

@ The Slido app must be installed on every computer you're presenting from
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Submit one word at a time that describes how to properly and transparently
communicate to campus stakeholders of privacy concerns, policies, and proper
protections.

@ The Slido app must be installed on every computer you're presenting from
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What is your biggest worry around privacy on your campus and how it relates to
student safety or security?

Submit as many answers as you feel you need.

@ The Slido app must be installed on every computer you're presenting from
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Campus and Student Privacy, Safety, and Security
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Things that Kept Me Up

Leave Off Campus

Sign IN/Sign OUT
Accountability/Awareness
Student <> Teacher Communications
Medication Dispensement
Emergency Management
Allergies and Treatment
Lack of Automation

Lack of Record Keeping
Assumption of Risk
Proper and Appropriate
Documentation




v
Pastoral

v Care

Meal
Management

v
Automatic
Roll Call

v
Medication
Dispensary

v
Event
Management

s
Workflow
Automations

v Data J
Analytics

Wellness

Check-ins
v SIS

Integration

v
Staff & Duty
Reporting

v
Visitor
Management

o
Locker
Room

v
Student Life
Report Cards




Sign In / Sign Out - SISO

You should know where your students are!

. ap v
SCHOOL YEAR 2023-2024: .' - s
e Total SISO Actions: 65 Million
SISO N
e Average SIS0Os per Day: (%] [ I | [¥] o [} o
325K/Day - " | 8

e Total Roll Calls Taken: 150K ., ) ‘ﬁ @c@u @ @ “ @ c® @u ﬂ Y

Roll Calls —

200000000000

(8 )

XXX XX XXX XX X I

IMPACT:

e Increased student engagement and accountability.
e Enhances the overall sense of community and security within the school

e Tracked and monitored student locations and movements with advanced permission controls and record keepingl



Simplify Sign In and
Sign Out processes with:

e NFC Tags — —

e StudentID Cards m’%ﬁ“

e Bracelets SIS0 TO'SCHOOL

e Kiosks ' ~
e QRCodes

e BioMetrics




Leave, Approvals & Communication

Weekends

SCHOOL YEAR 2023-2024:

e Jotal Leaves Created: 9 Million Leave

Requests
e Total Emails Sent: 24 Million Emails

IMPACT:

e Streamline process

e Reductionin manual tracking and
workload.

e Automated communication, increased University Visit
traceability, and improved accountability.

Going Home



Communication

Personal

Phone, no
records.
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record

keeping
Chat

Chavez, Claudia

Hs Karen, | know you are in the caletens,
please come quickly 10 the classroom
and don't take staircase B

Dmm

el
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HiMrs. Chavez, | am hurt, | fefl running

moes back o the classroom

Chavez, Clavudia

Ok Karen, dont woery and stay calm, | am

letting the Paramedics know, where are
you in this moment?

! Biggs, Karen

-

> Mrs Chavez | am in the Student Lounge

Lo e 1)
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Chavez, Claudia
Ok, Holp & on your way
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Tracked, trusted + Safe.
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A EMSControlCentre = W

-0 Status

By Chavez, Claudia at 03/26 11:21
AM

A Instructions

Leave the fire area immediately. If safe
to do $0, assist anyone in immediate
danger. Close all doors behind you to
confine the fire. Use exit stairwells to
leave the building

' » ° Boiton, Tracey
- =
- (CC )




The Five Elements of School Safety

000

Cnmmunif*:atrinn ACCD””;E'I:’.'“W Precision Location Customizable Data Reporting
to and within T‘jf SJ‘IZ_';‘ E“tz Tracking of Workflows to and Data
your school eachers an Students and Staff meet your needs Collection

Community Staff
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What we have learned:

1. Incident Command Protocols
2. Preparation, Action, Debrief (Left, Bang, Right)
3. Integrations with other Systems
4. Redundancy
5. Real Time Information is critical
6. The differences between
and
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. Best Practices for Using Cameras on Campus

Enhancing Safety, Privacy, and Situational Awareness

The Nutmeg Group



Defining Security & Risk

The Nutmeg Group

What Are We Really Trying to
Manage®?

e Security: Protecting people, assets, and
systems from threats.

* Risk: Where threat and vulnerabillity
overlap.

‘Risk can’t be eliminated—>but it can be
measured, reduced, and planned for.



. Supplement Your Safety Strategy

Cameras - One Piece of your Safety Security Puzzle:
Security cameras are part of a broader safety strategy to *

detect, track, respond to, and report on risk in real time.
Other safety strategies support pieces are: ! ! #

» Access Control Systems » Lighting

» Intrusion Detection Systems * Security Personnel

» Emergency Communication Systems » Cyber Security Measures

. Environmental Sensors  Incident Management Software

(Water, fire, gas)

The Nutmeg Group



Four Core Functions of Camera Use

Detect. Track: Respond. Report:

Potential Movements & To Incidents Insights to
Threats Behavior Quickly Improve Safety

Q

The Nutmeg Group



Fixed vs. Pivot, Tilt, Zoom (PTZ) Cameras

Fixed Cameras: Always-on, limited view

» Budget-conscious deployments

« Areas with consistent monitoring needs
» Easy installation and maintenance

« Specific applications

e Deterrent

& Preferred Practice:

Use a combination of both fixed & PTZ Cameras!

PTZ Cameras: Can pan, tilt, zoom -
dynamic but requires active monitoring.

* Wide Area Monitoring

« Qutdoor Environments

« Automated Monitoring

* Areas with Active Personnel

* When Speed and Precision are Needed:

« Areas Where Privacy Is a Concern

The Nutmeg Group



Matching Cameras to Use Cases

Step 2:
7k~ Choose the Right Camera

» Detection
Is there an object, motion, or activity?

N
B W N
N

* Recognition
What type of object is it?

 |dentification
Who exactly Is this?

The Nutmeg Group




. Privacy-Preferred Policies

Step 3: Protect Privacy Ql
Technology Tip!

* Limit and define access to video footage Mask sensitive zones in the video
view.

» Define retention periods

- No Incident video retention periods

- Incident/Concern video retention periods based on severity, authority
iInvolvement, etc.

 Inform your community

The Nutmeg Group



. Matching Cameras to Use Cases

Step 4:
Monitor & Analyze With Al Common Al Alerts
* Provide real-time alerts . Weapons
Fighting
* Detect abnormal behavior Loitering (persons/vehicles)
Crowds forming
* |Integrate with emergency protocols Medical emergencies

* Prevent incidents from escalating

Key Reminder:

Video analytics enhance—but do not replace—human judgment.
They’re tools for awareness, helping teams act early and stay
Informed.



{ 4
No Cameras

* Requires more security
personnel

* May allow a lack of
monitoring coverage

* No back-up
documentation on file

* Incident detalls are all
based on withess
memory

Proactive & Ildeal Camera Practices

o :
Proactive

* Requires constant
monitoring for real time
Intervention

 Provides documentation
post-incident

 Acts as a deterrent for
negative behaviors

{ 4
|deal

 Provides real-time alerts

e Detects abnormal
behavior In real-time

* Integrates with
emergency protocols
and systems




Bringing It All Together

Audit and know your risks
Create policy strategically and
thoughtfully

Choose risk management support
alds carefully

Respect privacy of students and staff

Use monitoring to act—not just react
— Be proactive, not reactive

Stay tuned for a survey about future
forums and content — early June!




o
Fred C. Church

NNNNNNNNN

QUESTIONS?

To Get In Touch:

Vvo LT

THANK YOU!

Because it's not just the policy. It's the people. © fredcchurch.com | 800-225-1865
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